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Consistency is an immensely important requirement for flourishing a business. Any 
hiccup in the operation or communication can be catastrophic to a company’s 
health. 

Whereas an enterprises can take measures to prevent internal failures, there are 
some contingencies that are unavoidable. Aside from damages they cause to 
physical assets, disasters can cause unplanned downtimes across a business 
which equates to huge losses in revenue. Furthermore, it hurts the organization’s 
reputation and brings up more unexpected problems.

Competing in the global market is a matter of maintaining steady operations and 
having a reactionary plan for any unforeseen risks. For a developing country like 
Pakistan, corporations face challenges that could strike at a moment’s notice and 
jeopardize future prospects. It’s an uphill battle against an already unreliable 
infrastructure that exacerbates the harm disasters inflict on our economy.

In this blog, we will discuss Disaster Recovery, and how its implementation can 
keep companies safe from the tremendous damages caused by disasters. I will 
also cover the state of DR and how much effort is being put into its implementation.

IntroductionIntroduction
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The Threat

Since 2005, Pakistan has been inflicted by 2 major earthquakes, 3 severe floods 
and several hurricanes which has caused an economic damage amounting to over 
US$16 billion according to a national survey. Within this time frame, poor 
maintenance, network security breaches and terrorist attacks have only 
exacerbated the situation making our country extremely prone to disasters.

Major results of these incidents which cause economic losses include:

• Infrastructure breakdown
• Communication disruption
• Destruction of physical assets
• Transportation system failure
• Loss of life

In this blog, I will focus on the first two as most enterprises rely on steady flow of 
information to maintain their daily operations. Even short downtimes can spell a 
surprisingly large amount of loss in revenue. Research suggests unplanned service 
downtime can cost businesses anywhere between US$ 100,000 to US$500,000 
per hour. Critical application failures can be even more costly.

36% of organizations end up losing critical applications inflicting more than US$ 1 
million in company losses.

Data loss is another threat for organizations that rely on off-site data centers. 
During serious outages, 65% of the companies are able to recover their data intact 
but the rest report partial and even permanent loss of data which cripples their 
business.

As an enterprise operating in Pakistan, you must be prepared to initiate an efficient 
and swift Disaster Recovery plan as a damage control protocol. 

The Threat
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Disaster Recovery Plan

First thing to understand about disaster recovery plan is that it is not a business 
continuity plan. The goal is not to prevent the risk of damage, but rather to recover 
after you have experienced a disaster scenario.

There are many schools of thought on what an ideal disaster recovery plan for the 
modern-day enterprise should look like. However, a general DR plan consists of 4 
vital steps:

a) Analysis: This involves identifying the systems that are most likely to be  
 compromised, probability of communication breakdown, as well as the  
 time-frame in which all these resources will be lost during an event. Anything  
 your organization relies on for daily operations should be added to the list.

b) Drafting: Exact stages of a recovery plan varies depending on the nature of 
 your company, but the focus should be on damage assessment and  
 mitigation. For example, if there is an expectation of loss of data during a 
 disaster, the DR plan should include cloud-based integration within the  
 system.

c) Documentation: A crucial next stage of drafting your plan is to develop it  
 even further and document it for standardization. DR needs to be detailed  
 with little to no room for ambiguities. There should be no question on what  
 to do during a disaster. This is done through a thorough documentation of  
 the plan along with collaborated discussions.

d) Testing: Businesses should schedule disaster recovery drills to test its   
 effectiveness. Weakness with the execution of DR should be noted and  
 resolved to refine the plan.

Overall, the idea is to speculate the worst possible outcomes should a disaster 
strike. A clear understanding must be made on what resources will be lost during 
such a situation and what actions will be taken to recover.

Disaster Recovery Plan
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Disaster Recovery Automation

Businesses across the globe have been rushing to adopt service orchestration and 
cloud computing as nearly 45% of the average employee’s day to day workload  
can be automated. Their efforts have seen an overall boost in efficiency and 
reliability. But more importantly, it has created a safeguard for their valuable data.

Automation provides a comprehensive solution to all the current issues of DR 
execution. By automating the workflow, it eliminates the need for employees to 
take critical action during an emergency situation. Furthermore, automation can 
also provide monitoring, testing and reporting. In other words, each stages of 
tailoring a DR plan, which we mentioned above, can be made even more efficient 
through automation.

Recent Case Study - Pakistan Pipelines Limited

Pakistan Petroleum Limited was one of the first businesses in Pakistan to adopt 
automation and successfully bolster their disaster recovery capabilities.

With over 2,700 employees operating in remote areas across Pakistan, PPL is 
heavily dependent on an uninterrupted network and communication to run their 
business unhindered.

By deploying a private cloud in collaboration with Microsoft, PPL was able to cut 
their recovery time from nine hours to just nine minutes. Servers could also be 
brought back up with 15 minutes rather than 3 days. 

This was a landmark improvement for PPL. Now, the able to revive operations 
much faster and IT staff been relieved from chores of maintenance and routine DR 
testing.

Disaster Recovery Automation
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See also:  Pakistan’s first business automation conference,
  Automic Live Islamabad

LEARN MORE

automic-live.arcanainfo.com


Current State of Disaster Recovery

Pakistan has targeted to reduce economic losses from disasters by 20%. With 
newer threats looming for our country every month such as climate change and 
cyber-attacks, achieving this goal will require a unanimous effort from all 
enterprises to adopt DR. However, organizations have yet to fully appreciate the 
need for DR and have still yet to adopt it seriously.

In a recent survey conducted by Disaster Recovery Preparedness Council, it was 
discovered that 60% of the organizations that took part in the survey did not even 
have a documented DR planning, whereas those that did have one reported its 
lack of effectiveness. This was due to the fact that most of the organizations did not 
take the time to test their DR thoroughly.

Many of them only scheduled a DR test once or twice a year, while 23% did not 
even conduct any tests whatsoever. However, a more worrying data is that up to 
65% of the companies fail their own DR testing. From those, only 28% take the 
initiative to modify or improve their plan.

Lack of DR planning is a widespread issue not just with enterprises in Pakistan, but 
the rest of the world. There needs to be a change in culture with our corporate 
environment where we are prepared to deal with unforeseen circumstances, no 
matter how unlikely they may seem.

Current State of Disaster Recovery

Exploring the scope of Disaster Recovery in Pakistan 05



Sources

http://earthquake-report.com/2011/09/16/mobile-communications-and-earthqua
kes-a-very-disturbing-marriage/
 
http://www.evolven.com/blog/downtime-outages-and-failures-understanding-thei
r-true-costs.html

https://devops.com/2015/02/11/real-cost-downtime/

http://trade.gov/topmarkets/pdf/Industrial_Automation_Executive_Summary.pdf

https://drbenchmark.org/wp-content/uploads/2014/02/ANNUAL_REPORT-DRP
Benchmark_Survey_Results_2014_report.pdf

http://www.lead.org.pk/lead/attachments/briefings/LPNB3.pdf
 
http://www.ppl.com.pk/sites/default/files/PPL%20Case%20Study%20--%20Depl
oying%20Microsoft%20Private%20Cloud%20Technology.pdf



About Arcana Info

Arcana Info is a systems integration, IT consulting and outsourcing firm with a focus on 
helping today’s enterprise for a better tomorrow. Partnering with global technology leaders 
and banking on the decades of experience behind each team member, Arcana Info is leading 
the way to become a dependable value added partner for organizations of all sizes.
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